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Annual47 C.F.R. § 64.2009(e) CPNI Certification 

EB Docket 06-36 

Annual64.2009(e) CPNI Certification for 2012 

Date filed: January 31, 2013 

Name of company covered by this certification: Mite! NetSolutions, Inc. 

Form499FileriD: 815578 

Name of signatory: Jon Brinton 

Title of signatory: President 

1, Jon Brinton, certify that I am an officer of the company named above, and acting as an 
agent of the company, that J have personal knowledge that the company has established operating 
procedures that are adequate to ensure compliance with the Commission's CPNI rules. See 47 
C.F.R. § 64.2001 et seq. 

Attached to this certification as Exhibit "A" is an accompanying statement explaining 
how the company's procedures ensure that the company is in compliance with the requirements 
(including those mandating the adoption ofCPNI procedures, training, recordkeeping, and 
supervisory review) set forth in section 64.2001 et seq. of the Commission's rules. 

The company has not taken any actions (i.e., proceedings instituted or petitions filed by a 
company at either state commissions, the court system, or at the Commission against data 
brokers) against data brokers in the past year. 

The company has not received any customer complaints in the past year concerning the 
unauthorized release of CPNI. 

The company represents and warrants that the above certification is consistent with 4 7 
C.F.R. § 1.17, which requires truthful and accurate statements to the Commission. The company 
also acknowledges that false statements and misrepresentations to the Commission are punishable 
under Title 18 of the U.S. Code and may subject it to enforcement action. 
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Annual 47 C.F.R. § 64.2009(e) CPNI Certification 

EB Docket 06-36 

Exhibit A 

Mitel NetSolutions, Inc. 

Compliance Requirements 
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MITEL NETSOLUTIONS, INC. 
1146 N. Alma School Road 
Mesa, Arizona 85201 -3000 

Compliance Requirements 

MITEL NETSOLUTIONS, INC. maintains the following operating procedures to ensure compliance with the 
requirements set forth in Section 64.2001 et seq. of the Commission's rules. 

Sec. 64.2005 Use of customer proprietary network information without customer 
approval. 

(a) Any telecommuni cati ons carrier may use, disclose, or permit access t o CPNI for 
the purpose of providing or marketing service offerings among the categor ies of ser vi ce 
(i . e., l ocal, interexchange, and CMRS) to which the customer already subscr ibes f rom the 
same carrier, wi thout customer approval . 

(1) If a telecommunicati ons carrier provides different categories of service, and a 
customer subscribes to more than one categor y of servi ce of fer ed by the carrier, the 
carrier is permitted t o share CPNI among the carrier ' s affi liated entities that provide a 
service offering t o the customer. 

(2) If a telecommunications carrier provi des d i fferent categori es of service, but a 
cust omer does not subscribe to mor e than one offeri ng by the carrier, the carrier is not 
permitted t o share CPNI with its affiliat es , except as provided in Sec. 64.2007(b). 

(b) A telecommuni cat i ons carrier may not use, disclose, o r per mit access to CPNI to 
market to a customer service offerings that a r e within a categor y of service to which the 
subscriber does not a lready subscribe from that carrier, unless t hat carrier has cust omer 
appr oval to do so, except as described in paragraph (c) of this section. 

(1) A wi rel ess provider may use, disclose, or permit access t o CPNI derived f r om its 
provision of CMRS, without customer appr oval, for the provision of CPE and i n formation 
service(s) . A wireline carrier may use, disclose or permit access to CPNI deri ved from 
i ts provi s i on of l ocal exchange servi ce or i n t e r exchange servi ce, wi thout customer 
approval , for the provision of CPE and call answering, voi ce mail or messaging, voice 
storage and retri eval servi ces, fax store and forward, and protocol conversion. 

(2) A telecommunications carrier may not use, disclose or permit access to CPNI to 
identify or track customers t hat call competing servi ce providers. For example, a local 
exchange carrie r may not use local ser vi ce CPNI to track a ll customer s that call l ocal 
service competi tor s . 

(c) A telecommunications carri e r may use, discl ose, or permit access t o CPNI, wi t hout 
customer approva l, as described in this paragraph (c) . 

(1) A t e l ecommunications carrier may use, d i scl ose, or permi t access to CPNI, without 
customer approval, in its provision of inside wiri ng i nstallat ion, maintenance, and 
repair services. 

(2) CMRS providers may use, disclose, or permit access to CPNI for the purpose of 
conduct i ng r esearch on the health e ffect s of CMRS . 

(3) LECs, CMRS pr oviders, and entities that provide interconnect ed VoiP service as 
t hat term is defined in Sec. 9 . 3 of this cha pter, may use CPNI , wi thout customer 
approval , to market servi ces f ormerly known as adjunct - t o-basic services, such as, but 
not l imited to, speed di aling, comput er-provi ded directory assist ance, call monitoring, 
call traci ng, call blocking, call return, r epeat dialing, call t r acking, call waiting, 
caller I .D . , call forwardi ng, and cer tai n centrex featur es. 
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(d) A telecommunications carrier may use, disclose, or pe rmit access to CPNI to 
protect the rights or property of the carrier, or to protect users of those services and 
other carriers from fraudulent, abus ive , or unlawful use of , or subscription to, such 
services . 

Mitel Netsolutions, Ina. has adopted speaifia CPNI policies to ensure that, in 
the absence of customer approval, CPNI is only used by the Company to provide 
or market service offerings among the categories o£ service (i.e., local, 
interexchange, and CMRS) to which the customer already subscribes. The 
Company's CPNI policies prohibit the sharing of CPNI with affiliated compani es, 
except as permitted under Rule 64.2005(a)(l) or with customer approval pursuant 
to Rule 64.2007(b ) . The only exceptions to these policies are as permitted 
under 47 u.s.c. § 222 (d ) and Rule 64.20 05 . 

Sec . 64.2 007 Approva l required for use of customer proprietary networ k 
i n fo rmation. 

(a ) A telecommunications carrie r may obtain approval through written, oral or 
electronic met hods. 

( 1 ) A t elecommunications carrie r relying on oral approval shall bear the burden of 
demonstrating t hat such approval has been gi ven i n compliance with the Commission ' s rul es 
in this part . 

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNI 
obtained by a telecommunications carrier must remain in effect until the customer revokes 
or limits such approval or disapproval . 

( 3 ) A telecommunications carrier must ma intain records of approval, whether ora l, 
written or electronic, for at least one yea r. 

In all circumstances where customer approval is required to use, disclose or 
permit access to CPNI, the Company's CPNI policies require that the Company 
obtain customer approval through written, oral or electronic methods in 
compliance with Rule 64.2007. A customer's approval or disapproval remains in 
effect until the customer revokes or limits the approval or disapproval. The 
Company maintains recor ds of customer approval (whether written , oral or 
electronic ) for a min imum of one year. 

(b ) Use of Opt-Out and Opt- In Approval Processes. A telecommunications carrier may, 
subject to opt -out approval or opt- in approval , use its customer ' s individually 
identifiable CPNI for the purpose of marketing communications - related services to that 
customer . A telecommunications carrier may, subject to opt- out approval or opt-in 
approval, disclose its customer ' s individually identifiab l e CPNI, for the purpose of 
marketing communi cations-rela t ed services to t hat customer, to its agents and its 
affilia t e s that provide communications -
related services. A telecommunicati ons carri er may also pe rmit such persons· or entitie s 
to obtain access to such CPNI for such pur poses. Except for use and disclosure of CPNI 
that is permitted without customer approva l under section Sec. 64.2005, or that is 
described in this paragraph, or as otherwise provided in secti on 222 of the 
Communicati ons Act of 1934, as amended, a telecommunications carrier may only use, 
disclose, or permit access to its customer's individually identifiable CPNI subject to 
opt-in approval. 

The Company does not use CPNI for any purpose (including marketing 
communications - related services) and does not disclose or grant access to CPNI to 
any party (including to agents or affiliates that provide communications-related 
services), except as permitted under 47 u . s.c. § 222(d) and Rule 64.2005. 

Sec. 64.2008 Notice r equired for us·e of customer proprietary ne twork information . 

(a ) Notification, Generally. (1) Prior to any solicit a tion for customer approval, a 
telecommunications carrier must provide notification to the customer of the customer' s 
right to r estrict use of, disclosure of, and access to that customer 's CPNI. 

(2) A telecommunications carrier must maintain records of notification, whether oral, 
written or electronic, for at least one year. 

(b ) Indi vi dual notice to customer s must be provided when soliciting approva l to use, 
discl ose, or permit access to customer s • CPNI. 
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(c) Content of Notice. Customer notification must provide sufficient information to 
enable the customer to make an informed decision as to whether to permit a carrier to use, 
disclose, or permit access to, the customer's CPNI. 

(1) The notification must state that the customer has a r ight, and the carrier has a 
duty, under federal law, to protect the confidentiality of CPNI. 

(2) The notification must specify the types of information that constitute CPNI and the 
specific enti ties that will receive the CPNI , descri be the purposes for which CPNI will be 
used, and inform t he customer of his or her right to disapprove those uses, and deny or 
withdraw access to CPNI at any time . 

(3) The notification must advise the customer of the precise steps the customer must 
take in order to grant or deny access to CPNI, and must clearly state that a denial of 
approval will not affect the provision of any services to which the customer subscribes. 
However, carriers may provide a brief statement, in clear and neutral language, describing 
consequences directly resulting from the lack of access to CPNI. 

(4) The notification must be comprehensible and must not be misleading. 

(5) I f written notification is provided, the notice must be clearly legible, use 
sufficiently large type, and be placed in an area so as to be readily apparent to a 
customer . 

(6) If any portion of a notification is translated into another language, then all 
portions of the notification must be translated into that l anguage. 

(7) A carrier may state in the notification that the customer's approval to use CPNI 
may enhance the carrier's ability to offer products and services tailored to the customer ' s 
needs. A carrier also may state in the notification that it may be compelled to disclose 
CPNI to any person upon affirmative written request by the customer. 

(8) A carrier may not include in t he notification any statement attempting to encourage 
a custome r to freeze third-party access to CPNI. 

(9) The noti f ication must stat e t hat any approval, or denia l o f approval for the use of 
CPNI outside of the service to which the customer already subscribes from that carrie r is 
valid until the customer affirmatively revokes or limits such approval or denial. 

(10) A telecommunications carrier's solicitation for approval must be proximate to the 
notification of a customer's CPNI r ights . 

The Company's CPNI polici es require that customers be notified of their rights, 
and the Company's obligations, with respect to CPNI prior to any solicitation for 
customer approval. All required customer notices (whether written, oral or 
electronic) comply witb the requirements of Rule 64.2008. The Company maintains 
records of all required customer notices (whether written, oral or electronic) 
for a minimum of one year. 

(d) Notice Requirements Specific to Opt-Out. A telecommuni cations carrier must provide 
notif i cation to obtain opt-out approval through electronic or written methods, but not by 
oral communi cation (except as provided in paragraph (f) of this section) . The contents of 
any such notification must comply with the requirements of paragraph (c) of this section. 

(1) Carriers must wait a 30 -day minimum period of time after giving customers notice 
and an opportunity to opt-out before assuming customer approval to use, disclose, or permit 
access to CPNI. A carrier may, in its discretion, provide for a longer period. Carriers 
must notify customers as to the applicable waiting period for a response before appr oval is 
assumed . 

( i ) In the case of an electronic form of notification, the waiting period shall begin 
to run from t he date on which the notification was sent; and 

(ii) In the case of notification by mail, the waiting period shall begin to run on the 
third day fol lowing the date that the notification was mailed. 

(2) Carriers using the opt- out mechanism must provide notices to their customers every 
two years. 

(3) Telecommunications carriers t hat use e -mail to provide opt-out Notices must comply 
with the following requirements in addition to the requirements generally applicable to 
notification: 
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(i) Carriers must obtain express, verifiable, prior approval from consumers to send 
notices via e - mail regarding their service in general, or CPNI in particular; 

(ii) Ca rriers must allow customers to reply directly to e-mails containing CPNI notices 
in order t o opt -out; 

(iii ) Opt -out e-mail notices tha t a re returned to the carri e r as undeliverable must be 
sent t o t he customer in another form before carriers may consi der t he customer to have 
received notice; 

(iv) Carriers that use e -mail to send CPNI notices must ensure that the subject line of 
the message clearly and accurately identifies the subject matter of the e-mail; and 

(v) Telecommunications carrie rs must make available to every customer a method to opt 
out that is of no additional cost t o the customer and tha t is available 24 hours a day, 
seven days a week. Carriers may satisfy this requirement through a combination of methods, 
so long as all customers have the ability to opt-out at no cost and are able to ef fectuate 
that choice whenever they choose . 

The Company does not currently solicit "opt out" customer approval for the use or 
disclosure of CPNI. The Company does not use CPNI for any purpose (including 
marketing communications-related services) and does not disclose or grant access 
to CPNI to any party (including to agents or affiliates that provi de 
communications-related services), except as permitted under 47 u.s.c. § 222(d) 
and Rule 64.2005 . 

(e ) Notice Requirements Specific to Opt-In. A telecommunications carrier may provide 
notification to obtain opt-in approval through oral, written, or electronic methods . The 
contents of any such notification must comply with the requirements of paragraph (c) of 
this section. 

The Company does not currently solicit "opt in" customer approval for the use or 
disclosure of CPNI. The Company does not use, disclose or grant access to CPNI 
for any purpose, to any party or in any manner that would require a customer's 
"opt in" approval under the Commission's CPNI Rules. 

( f) Notice Requirements Specific to One-Time Use of CPNI . 

(1) Carriers may use oral notice to obtain limited, one- time use of CPNI for inbound 
and outbound customer telephone contacts for the duration of the call, regardless of 
whether carriers use opt-out or opt- in approval based on the nature of the contact. 

(2) The contents of any such notification must comply with the requirements of 
paragraph (c) of this section, except that telecommunications carriers may omit any of the 
following notice provisions if not rel evant to the limited use f or which the carrier s eeks 
CPNI : 

(i) Carriers need not advi se customers that if they have opted-out previously, no 
act i on is needed to maintain t he opt- out election; 

(ii) Carriers need not advise customers that they may share CPNI with their affiliat es 
or third parties and need not name those entities. if the limited CPNI usage will not 
result in use by, or disclosure to, an affiliate or third party; 

(iii) Carriers need not disclose t he means by which a customer can deny or withdraw 
future access t o CPNI, so long as carriers explain to customers that the scope of the 
appr oval t he carrier seeks is limited to one-time use; and 

( i v) carri ers may omi t discl osure of t he precise steps a cust omer must take i n order t o 
grant or deny access to CPNI , as l ong as the carrier clearly communicates t hat the customer 
can deny access to his CPNI for the call . 

In instances where the Company seeks one-time customer approval for the use or 
disclosure of CPNI, the Company obtains such approval in accordanc e with the 
disclosures, methods and requirements contained in Rule 2008 ( f ). 

4 



Sec. 64 .2009 Safeguards required for use of customer proprietary network 
information. 

(a) Telecommunications carriers must implement a system by which the status o f a 
customer's CPNI approval can be clear ly established prior to the use of CPNI. 

The Company's bil ling system allows authorized company personnel to easily 
determine the status of a customer's CPNI approval on the customer account screen 
prior to the use or disclosure of CPNI. 

(b) Telecommunications carriers must tra in their personnel as to when they are and a re 
not authorized to use CPNI, and carri ers must have an express disciplinary process i n 
place. 

The Company has established CPNI compliance polici es that include employee 
training on restrictions on the use and disclosure of CPNI and required 
safeguards to protect against unauthorized use or disclosure of CPNI. Employees 
have signed that they understand the CPNI policies and a v i olation of those 
policies will result in disciplinary action . 

(c) All carriers shall mai nt a in a r ecord, e l ectronically or in some other manner, of 
their own and their affiliat es ' sales and marketing campaigns that use their customers' 
CPNI. All carriers shal l maint ain a r ecord of all instances where CPNI was disclosed or 
provided to third parti es, or where third parties were allowed access to CPNI. The record 
must include a description of each campaign, the specific CPNI that was used in the 
campaign, and what products and se rvices were offered as a part of the campaign. Carriers 
shall retain the record for a minimum of one year. 

The Company' s CPNI policies require that all sales and marketing campaigns 
including those u t ilizing CPNI be recorded and kept on file for at least one 
year. Records are also maintained for disclosure or acc ess to CPNI by third 
parties . The records include the required information lis t e d in Rule 64.2009 (c ) . 

(d) Telecommunications carri ers must establish a supervisory review process regarding 
carrier compliance with the rules in this subpart for outbound marketing situations and 
maintain records of carrier compliance f or a minimum period of one year. Speci f i cally, 
sales personnel must obtain supervisory appr oval of any proposed outbound marketing r equest 
for customer approval. 

The Company's CPNI policies require employees to obtain approval from the 
Company' s CPNI Compliance Officer for all marketing campaigns, including those 
utilizing CPNI, prior to initiating that campaign. Record of the marketing 
campaigns, along with the appropriate supervisory approval is maintained for at 
least one year. 

(e) A telecommunications carrie r must have an officer, as an agent of the carrier, sign 
and file with the Commi ssion a compliance certificate on an annual basis. The o fficer must 
state in the certif i cation that he o r she ha s personal knowledge t hat the company has 
established operating procedur e s that a re adequate to ensure compliance with the rul es i n 
this subpart. The carrier must provide a statement accompanying the certificate explaining 
how its operating procedures ensure that it is or is not in compliance with the rules in 
this subpart. In addition, the ca rrier must include an explanation of any act i ons taken 
against data brokers and a summary o f all customer complaints received in the past year 
concerning the unauthorized release of CPNI. This filing must be made annually with the 
Enforcement Bureau on or before March 1 in EB Docket No. 06 - 36, for data pertaining to the 
previous calendar year. 

The required officer certification, actions taken agains t data brokers and 
summary of customer complaint documents are included wi t h t his accompanying 
sta tement . The Company will file these documents on an annual basis on or before 
March l for data pertaining to the previous calendar year. 

(f) Carriers must provide wri tten noti ce within five business days to the Commission of 
any instance where the opt -out mechanisms do not work properl y, to such a degree that 
consumers' i nability to opt -out i s more than an anomaly. 
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(1) The notice shall be in the form of a letter, and shall include the carrier's name, 
a description of the opt- out mechanism(s) used, the problem(s) experienced, the remedy 
proposed and when it will be/was implemented, whether the r elevant state commission(s) has 
been notified and whether it has t aken any a ction, a copy of the notice provided to 
customers, and contact information. 

(2) Such notice must be submitted even if the carrier offers other methods by which 
consumers may opt-out. 

The Company does not currently solicit "opt out" customer approval for the use or 
disclosure of CPNI 

Sec. 64.2010 Safeguards on the discl osur e of customer proprie t a ry network 
information. 

(a) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to 
discover and protect against attempts to gain unauthorized access to CPNI. 
Telecommunications carriers must properly authenticate a customer prior to disclosing CPNI 
based on customer-initiated telephone contact, online account access, or an in-store visit . 

The Company's CPNI polici es and employee training include reasonable measures to 
discover and protect against activity that is indicative of pretexting and 
employees are instructed to notify the CPNI Compliance Officer if any such 
activity is suspected . 

(b) Telephone access to CPNI . Telecommunications carriers may only disclose call detail 
information over the telephone, based on customer- initiated telephone contact, if the 
customer first provides the carrier with a password, as described in paragraph (e) of this 
section, that is not prompted by the carrier asking for readily available biographica l 
information, or account information . If the customer does not provide a password, the 
telecommunications carrier may only disclose call detail information by sending i t t o t he 
customer ' s addr ess of record, or by calli ng the customer at the telephone number of r ecord. 
If the customer is able to provide ca ll detail information t o the telecommunications 
carrie r during a customer - initiated call without the telecommunications carrier ' s 
assistance , then the telecommunications carrier is permitted to discuss the call detail 
informa tion provided by the cust omer. 

The Company's CPNI poli c i es ensure that a c ust omer is only abl e to access call 
detail information o ver the telephone in one of the ways listed i n Rule 64 . 2010 (b ) . 
If the customer cannot remember their password, they are prompted to answer a 
security question . Neither the password nor t he security question are based on 
readily available biographical information or account informati on . CUst omer service 
representatives are instructed to authenti cate customers over the telephone in all 
instances except in the case where the customer provides the call detail 
information without the assistance of the Company. 

(c) Online access to CPNI. A t e l ecommunications carri e r must authenticate a customer 
without t he use of readily available biographical informati on, or account information, 
prior to allowing the customer online access to CPNI related to a telecommunications 
service account. Once authenticated, the customer may only obtain online access to CPNI 
related to a telecommunications service account through a password , as described in 
paragraph (e ) of this section, that is not prompted by the carrier asking for readily 
available biographical information, or account information. 

The Company authenticates customers without the use of readi ly available 
biographical or acc ount information prior to allowing online access to CPNI 
related to an account. Once authenticated, the customer may only obtain access to 
CPNI through a password, that is not prompted by readily available biographical 
or account information. 

(d) In-store access to CPNI. A t e l ecommunications carrier may disclose CPNI to a 
customer who, at a carrier's retail location, first presents to the telecommunications 
carrier o r its agent a valid photo ID matchi ng the customer's account information . 

The Company does n ot have retail locati ons. 
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(e) Establishment of a Password and Back-up Authentication Methods for Lost or 
Forgotten Passwords. To establish a password, a telecommunica tions carrier must 
authent icat e the customer without the use of readily availabl e biographical information, or 
account informat ion. Telecommunications carriers may create a back-up customer 
authent icat ion method in t he event of a lost or forgotten passwor d, but such back-up 
cust omer aut hentication method may not prompt the customer f or readily available 
bi ographical information, or account information. If a customer cannot provide the correct 
password or the correct response for the back-up cust omer authentication method, t he 
custome r must establish a new passwor d a s described i n t his paragraph . 

The Company's CPNI policies allow for a few ways to establish a password, all of 
which ensure compliance with the above paragraph. Each method also allows the 
customer to establish a back-up or security question in the event t hat they 
forget their password. In no event does the Company use readily available 
biographical information or account information as a back-up questi on or as a 
means to establish a password or authenticate the customer. 

(f ) Notification of account changes. Telecommunications carriers must notify custome rs 
immediately whenever a password, customer r esponse to a back-up means of authentica tion f or 
lost or f orgotten passwords , online account, or address of record i s created or changed . 
This notification is not required when the customer initiates servi ce, including the 
selection of a password at service i nitiation. This notification may be through a carri er
originated voicemail or text message to the telephone number of record, or by mail to the 
address of record, and must not reveal the changed information or be sent to the new 
account information. 

The Company will noti fy a customer immediat ely when account changes occur, 
including a password, a response to a back-up means of authentication, or address 
of record. The notification will be through a carrier-originated voicemail or 
text message to the telephone number of record, or by mail to the address of 
record, and will not contain the changed information or be sent to the new 
account information. 

(g ) Bus i ness customer exemption. Tel ecommunications carriers may bind themselves 
contractually to authentication regimes other than those described in this section f or 
services they provide to their bus iness customers that have both a dedicated account 
representative and a contract that specifically addresses the carriers• protection of CPNI. 

The Company does not utilize the business customer exception at this time . 

Sec. 64.2011 Noti fication of customer proprietary network informat ion security 
breaches. 

(a) A telecommunications carrier shall notify law enforcement of a breach o f its 
customers' CPNI as provided in this section. The carrier shall not notify its cust omers or 
disclose the breach publicly, whether voluntarily or under sta te or local law or these 
rules, until it has completed the process of notifying law enfor cement pursuant to 
paragraph (b ) of this section . 

(b) As soon as practicable, and in no event later than seven (7) business days, after 
reasonable determination of the breach, the telecommunications carrier shall electronically 
notify the United States Secret Service (USSS) and the Federal Bureau of Investigat ion 
(FBI) through a central reporting facil ity. The Commission will maintain a link t o t he 
reporting f acility at ht tp: //www.fcc.gov/ eb/ cpni . 

(1) Not withstanding any s tate law t o t he contrary, t he carrier shall not notify 
customers or disclose the br each t o t he publ ic until 7 full business days have passed a fte r 
notifica tion to the USSS and the FBI except as provided in pa r agraphs (b) (2) and (b) (3 ) of 
this s ection. 

(2) If the carrier believes that there is an extraordinari ly urgent need to notify any 
class of affected customers sooner than otherwise a llowed under paragraph (b) (1) of t hi s 
section, in order to avoid immediate and irreparable harm. it shall so indicate in i t s 
notification and may proceed to immediately notify its aff ected customers only after 
consultation with the relevant inve stigating agency. The carrier shall cooperate with the 
relevant investigating agency's r equest to minimize any adverse effects of such customer 
notification . 
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(3) If the relevant investigating agency determines that public disclosure or notice to 
customers would impede or compromise an ongoing or potential criminal investigation or 
national security, such agency may direct the carrier not to so disclose or notify for an 
initial period of up to 30 days. Such period may be extended by the agency as reasonably 
necessary i n the judgment of the agency. If such direction is gi ven, the agency shall 
notify t he carrier when it appears that public disclosure or noti ce to affected customers 
will no longer impede or compromise a criminal investigat ion or national security. The 
agency shall provide in writ ing its initial direction t o t he ca r rier , any subsequent 
extensi on, and any notification that notice will no longer i mpede or compromise a crimi nal 
investigat i on or national security and such writings shall be contemporaneously logged on 
the same reporting facility that contains records of notifica tions filed by carri ers . 

(c) Customer notification. After a telecommunications carrier has completed the process 
of notifying law enforcement pursuant to paragraph (b) of this section, it shall notify its 
customers of a breach of those customers' CPNI. 

(d) Recordkeeping. All carriers shall maintain a record, electronically or in some 
other manner , of any breaches discovered, notifications made to the usss and the FBI 
pursuant t o par agraph (b) of t his section, and notifications made to customers. The r ecord 
must incl ude, i f available, dates of discovery and notification, a detailed description of 
the CPNI that was the subject of the breach, and the circumstances of the breach . Carriers 
shall r e tain the record for a minimum of 2 years. 

The Company has policies and procedures i n place to ensure compliance with Rule 
64.2011. When it i s reasonably determined t hat a breach has occurred, the CPNI 
Compliance Offi cer will notify law enforcement and its customer i n the required 
timeframes . A record of t he breach wi ll be maintained for a minimum of two years 
and will include al l informati on required by Rule 64.2011. 

(e) Definitions. As used in this section, a ''breach'' has occurred when a person, 
without authorization or exceeding authorization, has intentionally gained access to, used, 
or disclosed CPNI. 

(f) This section does not supersede any statute, regulation, order, or i nterpretation 
i n any State , except to the extent that such statute , regul a t ion, order, or interpret a tion 
is i nconsistent with the provisions of this section , and t hen only to the extent of the 
inconsi stency. 
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